Resetting Network Password using Microsoft 365

The option to reset your password for the network (computer sign in) and email, OneDrive,
Sharepoint, etc. can now be done using the self service password reset option. Below are
instructions to use this option to change your password.

1. Log into portal.office.com
2. If you are logged out you should get the following message:

B® Microsoft
It looks like this email is used with more than one
account from Microsoft. Which one do you want to

use?

Work or school account
E Created by your IT department

cowens@hospiceofthepiedmont.org

Personal account

Q oy

cowens Bhospiceafthepisdmont.arg

Tired of seeing this? Rename your personal Microsoft

account.

Back

3. Click on the “Work or School account” If you cannot remember your password or it is
expired, click the “Forgot My Password”

B® Microsoft
& cowens@hospiceofthepiedmont.org

Enter password

Forgot my password



4. Enter your email address which is XXXX@hospiceofthepiedmont.org and Enter the
characters in the Picture and click Next

Microsoft

Get back into your account

me and the characters in the picture or audio below.

5. Choose one of the methods to receive a verification code. You may also be asked to
enter a secondary method of verification. If you choose the Microsoft Authenticator
app, you will need to download this app to your cell phone from the Apple or Google
Playstore depending on your phone type. You can also choose to use your personal
email address.

Microsoft

Get back into your account

verification step 1> ve

6. If you choose the Text my mobile phone, you may be asked to enter the entire number
for security purposes.

Microsoft

Get back into your account

verification step 1 > verification step 2 » choose a new password

® Text my mabile phone



mailto:XXXX@hospiceofthepiedmont.org

7. You will then receive a text message with a verification code in it, enter that on the
following screen.

Microsoft

Get back into your account

verification step 1 > verification step 2 > choose 2 new passwor

8. It may prompt you to use a second verification method. If so, simply follow the
instructions on the screen depending on which method you choose to use.
9. Enter a new password and Verify it. Then click Finish.

Microsoft

Get back into your account

10. You should get the following message.

Microsoft

Get back into your account
® vour password has been reset

To sign in with your new password, click here



11. Click on “To sign in with your new password, click here”

12. Click on the Work or school account and enter your new password

13. It will prompt you to choose a verification method again. Choose the method you would
like to use and enter the code.

14. IT will ask you to stay signed in. You can say yes, if you want. If you choose no, you will
be prompted each time you use Outlook or any office product to log in.

15. This will also change your network password (The one that you use to log into your
computer. Please wait 30 minutes or until you get a notice that you need to sign in again
and then logout of your computer and back on with the new password.

16. If you have Outlook open, it will show the following screen:

17. Close the Outlook application and reopen. You will be prompted to enter your new
password




18. You will be prompted for a verification again.
19. Once you put in the proper verification code, Outlook will open back up as usual.

Microsoft has begun using the Microsoft Authenticator App as another mans of Multi Factor
Authentication.

NOTE: Microsoft has plans to stop using SMS texting for Multi factor authentication in the
future. As of today, they have not released a specific date, but it could be anytime as Microsoft
does not give much notice. Therefore, | would suggest that all users download the
Authenticator app to their mobile devices and begin using it. Instructions for download and
installation are below.

Microsoft Authenticator (iPad/Phone Version)

Once Microsoft requires the Authenticator App we will no longer use text messages (until then | would
continue to use text as you will have to use both until the change is made)

. . . . . Autheriticator
The Authenticator App will be installed on company devices automatically

The screenshots below are from an iPad but are very similar on all devices
It can also be downloaded by using the App Store (iPhone) or Play Store (Android)

Open the Authenticator App and Approve/Next through first few questions until you see sign in with
Microsoft

< Sign in with Microsaft

When you are sigred inwith Microsoft, all s1ored passwords, addresses, and ather autedill infa will be available on this device.

If it asks, choose work account, then choose sign in.

L Acdd work or school account

Work or school acoount ) -
H Sign in Scan QR code

When logging in it uses the 365 account (same as computer/outlook) and use full
@hospiceofthepiedmont.org

After you are logged in if you cannot login to outlook (Password expired) you can choose reset password
(see instructions above)



It will then ask you to open the Authenticator App and then Click Verify

Please Authenticate

Verify your identity
to continue
Apprave a request on my Microsoft
Authenticator app
Open Authenticator

When the Authenticator App opens it may ask you for a code, that will be the same
code/fingerprint/pattern you unlock your mobile device with

Or it may have you enter the code from Outlook into the Authenticator App if it does not detect in on
the current device

Approve sign in request

9 Cpen your Authenticator app, and enter the
number shown to sign im.

46 Enter the number shown to sign in, Enfter the numbar shown to sign in,

At

Mo numbers in your app? Make sure 10 upgrade 1o
i lalist wirsion, es Ma, it's not me

Enter the number provided and make sure to click Yes

You can now change your 365 Password from any device as long as you have Authenticator already
logged in on a device that you have access to.



